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Abstract. To counter passive eavesdropping in the open-air Terahertz segment of 6G Fiber-THz-Fiber links,
we propose a symbol-level dual-chaos encryption (DCE) scheme coupling a Logistic map with an Arnold Cat
map. Through 200 rounds of joint iteration, multi-digit extraction-concatenation-normalization, and spatio-
temporal correlation feedback extension, uniformly distributed [0, 1) keys with suppressed adjacent-symbol
correlation are generated. The key stream drives quadrature phase-shift keying phase rotation entirely within
the transmitter's digital signal processing, leaving the optical-THz interface intact. On a 360-430 GHz photonic
heterodyne platform with 3 m wireless span, the legitimate-user BER stays below the 3.8x10-3 hard-decision
forward error correction threshold up to ~124 km of single-mode fiber, while eavesdroppers remain pinned
near 0.5. The key space reaches ~2186, the stream passes the full NIST SP 800-22 suite, and the maximum
Lyapunov exponent stays positive across the operational region. DCE thus offers a lightweight, quantitatively
assessable physical-layer security pathway for 6G optical-THz convergence.
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1.Introduction
Driven by the 6G vision of ultra-wide bandwidth, ultra-low latency, ubiquitous intelligence,

and intrinsic security, the fronthaul and backhaul segments simultaneously face rising
requirements for data rate, reliability, and confidentiality. The THz band offers tens to
hundreds of gigahertz of contiguous bandwidth together with potential terabit-per-second
capacity. Consequently, this band has been identified as a key candidate for the 6G air
interface [1]. However, pure THz wireless links suffer from severe free-space path loss and
limited solid-state source power, which preclude independent long-reach delivery. In
contrast, conventional fiber provides long-distance, low-loss transport but cannot directly
reach mobile terminals.

To reconcile these complementary limitations, the Fiber-THz-Fiber (F-THz-F)
converged architecture has emerged. This architecture establishes a transparent channel
between the optical and THz domains via photonic-aided heterodyne up-conversion and
high-speed photodetection. Accordingly, high data rate and long-haul coverage are jointly
achieved [2,3]. Reported demonstrations include 103.125 Gb/s 2x2 multiple-input multiple-
output (MIMO) transparent transmission [4] and ultra-wideband, seamlessly converged
systems for 6G [5]. Additional examples include outdoor long-range 300 GHz links exceeding
200 Gb/s [6] and integrated photonic chip-enabled fiber-wireless communication [7].
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Nevertheless, the open-air propagation of the THz beam and the leakage-prone optical-to-
wireless interface render such links highly susceptible to passive eavesdropping, active
jamming, and replay attacks. Therefore, physical-layer security (PLS) becomes a problem
that F-THz-F transport must directly confront.

Research on PLS for optical links has accumulated steadily over the past two decades.
The Bennett-Brassard 1984 protocol established the information-theoretic foundation of
quantum key distribution [8]. However, its stringent requirements for single-photon sources,
low-loss channels, and time-frequency synchronization hinder direct embedding in high-
speed, transparent transport. As an engineering-oriented complement, analog encryption
schemes based on chaotic dynamics and noise masking have advanced steadily in the optical
domain. Representative examples include 100 Gb/s hybrid-chaos encrypted coherent
transmission [9], optical analog noise encryption with adaptive recovery of two-dimensional
keys [10], and joint physical-layer key distribution and encryption integrated into self-
adaptive coherent systems [11]. Furthermore, high-speed key generation based on historical
fiber channel state learning [12] and probabilistic-shaping encryption with dual-parameter
bit-weighted distribution matching for millimeter-wave radio-over-fiber systems [13] have
also been demonstrated. Collectively, these studies confirm that physical-layer encryption
(PLE) implemented in either the optical or the electrical domain can effectively counter
eavesdropping. Nevertheless, symbol-level pluggability, compatibility with the legacy digital
signal processing (DSP) workflow, and quantitatively evaluable security under continuous
optical-THz-optical transparent transmission remain unresolved.

Among PLE techniques, chaos-based encryption is particularly attractive owing to its
initial-value sensitivity, pseudo-randomness, and strong nonlinearity. A joint amplitude-
phase chaotic encryption scheme was proposed for M-ary quadrature-amplitude-modulated
optical communication [14]. Subsequently, the impact of the decoding process on the
performance of the chaos-encrypted system was systematically analyzed [15]. Private
chaotic phase scrambling was further introduced into wavelength-division-multiplexed
optical systems [16]. To strengthen security in non-orthogonal multiple-access passive
optical networks, two-dimensional cellular automata and Turing patterns were cascaded
with fixed-point extended Logistic chaotic encryption [17]. Additional contributions include
a quantum-chaotic key distribution scheme based on the Logistic map [18], encrypted
physical-layer communication via synchronized hyperchaotic maps [19], and a chaos-
encryption-based odd-order orthogonal-transform-aided MIMO transceiver [20].

Despite this notable progress, three structural limitations persist when targeting
6G F-THz-F converged transport. First, the coupling between key-stream generation and
modulation mapping is generally weak. Keys are typically updated on a block or frame basis
rather than per symbol, which restricts resistance to statistical analysis. Second, key
sequences produced by a single low-dimensional chaotic map exhibit short-range correlation
and finite-word-length degradation. Consequently, such sequences remain vulnerable to
known-plaintext and adjacent-symbol correlation attacks. Third, most schemes are deployed
independently in either the optical or electrical domain and are not seamlessly aligned with
the DSP structure of photonic-aided, THz-transparent transmission. Moreover, systematic
quantitative evaluation in terms of key space, key-stream randomness, and Lyapunov
exponents is largely absent.
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Recent studies indicate that jointly exploiting a one-dimensional Logistic map and a two-
dimensional Arnold Cat map offers a favorable trade-off between computational overhead and
security. A fused Logistic-Arnold Cat scheme was employed for image encryption [21].
Additionally, an efficient grayscale privacy image encryption scheme based on chaotic Logistic
maps and the Arnold Cat was proposed [22]. Both works confirm the potential of dual-map
coupling to enlarge the key space and improve scrambling performance. Motivated by these
observations and aiming to address the three limitations identified above, we transplant the dual-
map coupling principle to the 6G optical-THz converged physical layer. Accordingly, a symbol-
level dual-chaos encryption (DCE) scheme is proposed. The main contributions are summarized
as follows.

(1) Heterogeneous dual-chaos key generation. A Logistic map that provides temporal nonlinear
evolution is coupled with an Arnold Cat map that provides global spatial ergodicity. Specifically,
200 rounds of joint iteration, followed by a sinusoidal entropy-enhancement mapping, alleviate
the non-uniform distribution and short-range correlation characteristics of single-map
sequences. Furthermore, Lyapunov-exponent surface analysis demonstrates that the maximum
exponent of the coupled system remains positive across the investigated parameter domain, with
chaotic strength substantially exceeding the single-map baseline.

(2) Symbol-level encryption with spatio-temporal correlation feedback extension (SCFE).
Nonlinear memory coupling is imposed on historical keys and combined with five rounds of post-
perturbation iteration to suppress adjacent-key correlation. The resulting key stream drives a
symbol-phase rotation that masks the quadrature phase shift keying (QPSK) constellation while
retaining high sensitivity to initial-value perturbations as small as A = 10-5. In addition, the key
stream passes all tests of the National Institute of Standards and Technology (NIST) SP 800-22
randomness suite.

(3) Low-overhead integration with photonic-aided F-THz-F transparent transmission. The
encryption operates strictly within the modulation-symbol domain of the transmitter DSP.
Consequently, the optical-THz interface, the photonic-aided heterodyne structure, and the main-
link DSP remain untouched, thereby offering plug-and-play compatibility. On a 360-430 GHz
simulation platform over 110 km of single-mode fiber (SMF) and a 3 m wireless span, the
legitimate user achieves a bit error rate (BER) of 5.0x10-, meeting the forward error correction
(FEC) threshold. In contrast, the BER of the eavesdropper approaches 0.5. Based on the double-
precision floating-point resolution and the joint encoding of multiple parameters, the theoretical
key space of the proposed scheme is estimated at approximately 2186, jointly validating
transmission reliability and anti-eavesdropping capability.

The remainder of this paper is organized as follows. Section 2 establishes the F-THz-F
encrypted transport system model, derives the DCE algorithm, and presents its pseudocode, key-
space estimation, and DSP integration path. Section 3 introduces the simulation link
configuration. Section 4 evaluates the proposed scheme from six perspectives, namely BER
performance, key statistical properties, Lyapunov exponents, initial-value sensitivity,
constellation evolution, and randomness testing. Section 5 concludes the paper and outlines
future work.

2.Chaotic encryption theory and analysis
To reinforce physical-layer confidentiality without altering the main-link architecture or the

DSP framework of F-THz-F transparent transmission, this paper proposes a DCE scheme. The
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scheme constructs a high-entropy key stream that resists interception through eight
sequential logical steps. A theoretical derivation of the key space is subsequently presented
to substantiate brute-force resistance.

(1) Core nonlinear evolution source. A one-dimensional logistic map serves as the
principal nonlinear evolution source. Accordingly, a pseudo-random sequence with strong
initial-value sensitivity is generated:

Xp1=ux,(1-x,), x,€0,1 (D
where p € [3.57, 4] is the control parameter that places the system in the chaotic regime.
Eq. (1) defines the fundamental nonlinear strength and acts as the dynamical source of the
entire encryption chain.

(2) Phase-space diffusion and ergodicity enhancement. A two-dimensional Arnold Cat
map is introduced in parallel to provide global ergodicity and spatial diffusion on the unit

Va 1
(]” =[ p }y o | (mod 1) 2)
ch+1 q 1+pq ch

where p, ¢ € Z are stretching parameters, and x,(,f) denotes the n-th state of the chaotic

torus:

sequence generated by the coupled chaotic map, which serves as the input state variable of
the Arnold Cat map. Through the joint action of linear transformation and modulo operation,
Eq. (2) enforces uniform distribution of the system state on the two-dimensional plane.
Consequently, the distributional non-uniformity inherent to the one-dimensional Logistic
map is effectively compensated.
(3) Full-state coupled iteration operator. Prior to encrypting each symbol, the
heterogeneous maps above are integrated, and T=200 rounds of joint evolution are executed.
The full-state operator H is defined as the single-round evolution function, and the T-round
iterative operator H”is thereby given as:
S;=HT(S; 1), S=[xyx (3)

This formulation establishes the temporal evolution logic of the encryption chain. As a
result, the chaotic state corresponding to each encrypted symbol undergoes sufficient orbital
divergence, which raises the temporal complexity of cryptanalysis.
(4) Entropy-enhancement mixed mapping. Building upon the evolved three-dimensional
state variables, an intermediate variable w; with nonlinear compressive characteristics is
constructed to break any latent linear relationship between the state and the output:

o=|sin(7x;(y; +x{9) (4)

Eq. (4) introduces a sinusoidal modulation term that exploits the periodicity of
trigonometric functions to achieve "entropy enhancement". Furthermore, this construction
renders w; highly nonlinear with respect to variations in the state variables.

(5) Bit-level dynamic quantization and extraction. The intermediate variable o, is

expanded in high-precision decimal form. Specifically, decimal digits from the set

{ds,d;,dg,dyq,d13,d;5} are extracted and concatenated with positional weighting:

6
0= dyj,3x106-) (5)
=1
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Eg. (5) converts the continuous chaotic state into a discrete digital feature. Moreover,
this "cross-digit extraction" strategy isolates the rounding noise inherent to floating-point
arithmetic, thereby strengthening the robustness of key generation.

(6) Normalization of the base key stream. The quantized integer is projected onto the
interval [0,1)to produce the initial key k; for the current symbol:
k; =(6;(mod216)) / 216 (6)

Eg. (6) implements the quantization mapping from the digital feature to the encryption
factor, ensuring the key's operability in the modulation domain.

To further suppress correlation between adjacent symbols, a feedback-mixing operator
is introduced to nonlinearly couple the current key with the historical key:

k=(k; + ok, 4 + Bk; Dk, 1)) (7)

where a and f are mixing coefficients. Eq. (7) constitutes one of the core innovations of this
work: a "memory effect” is introduced into the numerical domain. Through post-
perturbation iteration, the key stream attains flat-spectrum characteristics akin to those of
white noise.
(7) Modulation-domain phase-rotation encryption. Finally, based on the generated
ultimate key k;, a symbol-level phase rotation is applied to each QPSK complex symbol:

sene = 5 exp(j2rk;) (8)
Eq. (8) completes the transition from the mathematical model to the physical signal. A
legitimate receiver, by synchronously executing the inverse rotation using the same eight
steps, can recover the original data without loss.
(8) Key space theory. The size of the key space is a core metric for quantifying resistance to
brute-force attacks. Under the proposed DCE scheme, blind plaintext recovery requires an
attacker to simultaneously identify all key components involved in the preceding eight steps,

namely the initial seed (x, yo,x((f)) the control parameters (u,p,q), the mixing

coefficients (, ), the iteration depths (T,L), and the extraction-digit set {ds, d7, do, d11, d13, d15}.

Given the IEEE 754 double-precision resolution of ~10-15, each continuous parameter
contributes ~1015 distinguishable states; the integer parameters (p, q, T, L) together with the
extraction-digit set {d} jointly contribute ~10%# states. Assuming mutual independence, the
upper-bound key space is

K= HNi ~(1015)3(1015)3 w ~ 10104 9)
L seed  wa,p pqT,L{d}

Nevertheless, the nominal upper bound in Eq. (9) is not attainable in any digital
implementation and must be discounted by two principal factors. The first is structural
degradation: low-order-digit round-off in floating-point iterations, short-period orbit
collapse of the Logistic map under finite precision, and parameter-coupling constraints (the
chaotic interval u€[3.57,4], the measure-preserving condition on the Arnold Cat
parameters, and the stable coupling regime of (a,f)) jointly contract the admissible
parameter volume by an aggregate factor of approximately 10-25. The second is attacker-side
recoverability: under known-plaintext and known-ciphertext statistical conditions, an attacker
can partially infer the higher-order digits of the continuous parameters, the iteration depths (7,L),
and the extraction-digit set by means of correlation analysis and bounded enumeration, yielding a
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further reduction of approximately 10™'2. Combining the two factors, the lower bound on the
effective key space is obtained as

Ko = K x 10737 = 2146 (10)

It follows that k.<<k, which confirms that the nominal extrapolation from double
precision is optimistic. Even so, 2146 remains well above the widely accepted brute-force
threshold of 2128 and exceeds the key-space scale of typical single-map chaotic encryption
schemes (2100~2150) 19,14,17]. The security margin of the proposed scheme arises
predominantly from the structural nonlinearity and mutual interlocking introduced by dual-
map coupling rather than from raw floating-point precision. It should be further noted that
the key-space size characterizes only resistance to exhaustive search.

3. System model and chaotic encryption mechanism

3.1. F-THz-F encrypted transport system mode

As shown in Fig. 1, the schematic of the proposed physical-layer secure Terahertz/Free space
optics (THz/FSO) communication system based on dual-chaos symbol-level encryption is
illustrated. As shown in Fig. 13, at the transmitter, the binary data source is first mapped into
baseband constellation symbols by a QPSK modulator. In parallel, a dual-chaos key
generator-formed by cascading a logistic map with a 2D cat map through a tunable coupling
parameter-produces a high-entropy key vector, which drives a symbol-level chaotic
encryptor to scramble the QPSK symbols into an encrypted ciphertext stream
(e.g, 0100101..).

@  Transmitter (®)  THz/FSO Channel ) Receiver
[[1 Binary [ QPSK | | Intercepted Sequence: . (((g1) Inability to Decrypt BER >
E Data Source, |Modulator ‘ 0100101... aA Data Smk Analyzer

—>
modulated symbol + key—encryptio Dec ted 0100101... 4

5 E Unable to D Signal ital Signal Processin,
Dual—(;hgos Key Generator T ime,c:;ts (e.;aScfa;ghle:cht% Wav, } (D§P) & A%;I;erture Contrgl
Logistic
JA Map v

intercepts ciphertext Aperture
e o Encrypted ngh' g E

Coupli ﬂ 2D Cat ’\,\ i %%d = S;:mtlllatlon

‘oupling EE: Statl/S&“Ac)s

>
Paramcter & Map ﬂ @((Z)) T Receiver i
--------------------- ] Plaintext i Aperture vs Key S‘ancggonikzation
E Symbol-Level ﬂ Central Key Vector e =
Chym E 0001 0] 71T Key Synchronizer
aotic Encryptor Eve intercepts ciphertext — cannot decrypt to plaintext

Fig. 1. Dual-chaos-encrypted THz/FSO secure communication model.

Key Vector Averaging

Control

¥

As shown in Fig. 1b, the encrypted signal is delivered through a uni-traveling carrier
photodetector (UTC-PD)-based THz/FSO receiver front-end and partitioned into key-
controlled cipher segments. Although a passive eavesdropper (Eve) may intercept the channel
and obtain the sequence before her analysis (0100101...), without access to the secret key
vector, her processed sequence (1010010...) deviates from the original plaintext and remains
undecryptable, ensuring that passive eavesdroppers cannot recover the plaintext.

As shown in Fig. 1c, at the receiver, the optical signal waveform is detected by a high-
speed PD receiver and forwarded to the DSP & key synchronization feedback module.
Meanwhile, an aperture averaging control unit exploits scintillation statistics to mitigate
turbulence-induced intensity fluctuations, thereby enhancing the robustness of the FSO link
under atmospheric turbulence. After DSP & final processing, the decrypted bitstream is
delivered to the binary data sink, where a BER analyzer quantitatively evaluates both the
transmission and security performance of the proposed system.
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3.2. DCE mechanism

The DCE pipeline within the transmitter baseband DSP is organized into three phases, as
shown in Fig. 2; the operators, parameters, and symbols follow the definitions in Egs. (1-8)
in Section 2.

Phase 1: Key & Chaotic Source Generation Phase 2: Perturbation & Phase 3: Symbolic-Level
Permutation Control (Simplifying
T Symbolic-Level Encryption)
A ELZERICH SO, Symbolic Characterization
o Initialize All Parameters —l Normalization, & SCFE g
¥ : ¥ Key Length & = {Stepsi6 &.7)
Chaos Sources (Steps 1 & 2) = F%Edba‘:k = Quantization (Step 5-6)
oy P (Step 4) <] Normalization (Step 6):
Logistic Map 2D Arnold Cat Map 2 5 generate initial key kq
(Nonlinear Driving) (Spatial Diffusion) | “g qa) SCFE (Step 7): chaotic
X1 = HXp(1-X;) spatial diffusion ] - & || |spatiotemporal feedback expansion
Nonlinear Driving (2D permutation) e Permutation & SCTE with Memory Effect
T - ; g fs‘:ggg') 3 (Step 8)
S 5 .
Full-State Iteration (Step 3) 2 E ol
lterate and Coupling D o (“memory effect’)
¥ E v
Entropy Enhancement (Step 4) = | Encryption Symbol Rotation
Intermediate variable a Rotate S; by
constructed for non-linear coupling si’-exp(j-21'1ki)
Unencrypted et i Symbol Rotagon, < Final Key Sequence for Rotation

Constellation P

v 1 - |
Input QPSK | Modulated | - Modulated FSO_,|Receiver&| * i || Decrypted
Symbol (s)) | Medulator [ Symbol Symbol Channel | Decryption # ’ Output
Transm ittéd Coﬁétellation Decrypted Constellation
(After Encryption) (With Distortions)

Fig. 2. Symbolic-level simplified encryption process diagram.

Phase 1 - Key and chaotic source generation (Steps 1 - 4). The initialization block loads
the pre-shared seed (xo,yo,x((f)) and control parameters (u,p,q), launching the Logistic map
of Eq.(1) and the Arnold Cat map of Eq.(2) in parallel: the former delivers temporal
nonlinear divergence, the latter ergodic diffusion on the two-dimensional unit torus. The two
states are coupled and iterated over T=200 rounds under the full-state operator HT defined in
Eq. (3), yielding the state vector S=[x,y,xc]l. A subsequent sinusoidal entropy-
enhancement mapping in Eq. (4) outputs the intermediate chaotic sequence, eliminating the
linear residual between state and output.

Phase 2 - Perturbation and permutation control (Steps 4 -5). The sequence¢;is

dispatched by a key-length feedback operator and a permutation operator, which refresh the
bit order and weighting of the extraction-digit set {ds,d;,dy,d;;,d;3,d;5} in Eq. (5) on a per-
frame basis. This cross-digit non-uniform extraction compresses the continuous chaotic
trajectory into the discrete integer candidate O, usable in the modulation domain, while
shielding the key stream from low-order rounding noise inherent in IEEE 754 double-
precision arithmetic, thereby strengthening its word-length robustness.

Phase 3 - Symbol-level encryption (Steps 6 - 8). The normalization operator of Eq. (6)
projects 6; to yield the initial key k; . The SCFE in Eq. (7) then applies the mixing coefficients
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(a,B) to nonlinearly couple the current key with L=5 rounds of historical keys, injecting a
numerical-domain "memory effect" that flattens the key-stream spectrum. The ultimate key
k; finally drives the QPSK phase rotation sf¢ =g, exp(j27rl€i) specified by Eq.(8), and the

encrypted complex symbol is forwarded to the main-link DSP.

Owing to this layered structure, the encryption branch is decoupled from the main-link
DSP: a legitimate receiver inverts the three phases with identical seeds and parameters to
recover the symbols losslessly, whereas any parameter mismatch is amplified symbol by
symbol through the initial-value sensitivity of the coupled chaos, driving the eavesdropper's
BER toward 0.5.

4. Simulation results and discussion

4.1. Simulation link and device configuration

The simulation link is shown in Fig. 3, comprising a transmitter DSP, an optical-THz-optical
main link, and a receiver DSP. The DCE module described in Section 3 serves as a sideband
key source, synchronously injected at both ends. At the transmitter, an arbitrary waveform
generator (AWG) drives an externally modulated laser, whose output is launched into single-
mode fiber (SMF). An erbium-doped fiber amplifier (EDFA) compensates link loss, and a
tunable optical filter (TOF) suppresses amplified spontaneous emission (ASE) noise. Optical-
to-THz conversion adopts a photonic-aided heterodyne configuration. After polarization
matching by a polarization controller (PC), the signal is combined with an external-cavity
laser (ECL-1) inside an antenna-integrated photomixer module (AIPM), generating a 360-
430 GHz beat tone. The THz beam is collimated, propagates 3 m in free space, and is
captured by a horn antenna (HA). Subsequently, a mixer driven by a x12 multiplier chain
down-converts the signal to 24 GHz, which is then followed by a low-noise amplifier (LNA).

f-------------l
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Fig. 3. Block diagram of the F-THz-F encrypted transmission testbed.
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Optical re-modulation employs an intensity modulator (IM) biased at the optical carrier
suppression point. The intermediate-frequency (IF) signal modulates ECL-2; the lower
sideband is then filtered, amplified, and launched into the return fiber. Finally, the receiver
DSP performs synchronization, equalization, and decryption using shared-key parameters.
Fiber length is swept over 0-120 km. Performance is assessed via legitimate-user and
eavesdropper BER, complemented by Kkey statistics, Lyapunov characterization, and
constellation evolution.

4.2. Transmission performance

All BER curves in this section are obtained by direct Monte Carlo error counting: at each
measurement point, no fewer than 10° QPSK symbols are transmitted, hard-decision errors
are accumulated after matched filtering and threshold detection, and the empirical BER is
computed as the error count divided by the total number of bits (2xsymbol count for QPSK).
The fiber channel is modeled by numerically solving the nonlinear Schrédinger equation via
the split-step Fourier method with a step size of 1 km, accounting for chromatic dispersion,
attenuation, and Kerr nonlinearity; each inline EDFA is represented by a gain block with a
noise figure of 5 dB, with amplified spontaneous emission (ASE) treated as additive white
Gaussian noise superimposed on the signal. The 3 m THz wireless span is modeled as an
AWGN channel with path loss calculated from the Friis transmission equation at a center
frequency of 395 GHz. The legitimate-user BER is computed with full key-parameter
synchronization between transmitter and receiver (seed, control parameters, mixing
coefficients, and extraction-digit set). The eavesdropper's BER is computed under the
assumption of zero key knowledge: its descrambling phase is drawn uniformly from [0, 2m)
at each symbol, which is equivalent to random guessing and is consistent with the theoretical
QPSK upper bound of 0.5. Table 1 presents the list of simulation parameters.

Table 1. Simulation parameter table

Parameter Value
Monte Carlo iterations 20
Monte Carlo symbols per point 106
Known plaintext length, K 200 symbols
Parameter mismatch, A 10-10
Fiber length 110 km
Fiber attenuation 0.2 dB/km
Dispersion, D 17 ps/nm/km
EDFA noise figure 5dB
THz wireless span 3m

The simulation setup for evaluating legitimate link performance is described below.
Fig. 4 presents the legitimate-user BER as a function of single-mode fiber length. The BER
rises monotonically with distance, dominated by fiber attenuation and accumulated
dispersion. At 110 km, the received optical power is restored from -12.38 dBm to 9.00 dBm
by the EDFA, yielding a BER of 5.0x10* that satisfies the 3.8x10-3 hard-decision FEC
threshold and confirms that DCE scrambling introduces no appreciable transmission penalty.
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Fig. 4. Legitimate-user BER versus fiber transmission distance.

Fig.5 examines the effect of key length on the legitimate-user demodulation
performance over an 110 km link. The legitimate-user BER remains essentially constant
across the swept range, demonstrating that key-length expansion incurs no demodulation
impairment. The key space can therefore grow exponentially with length without degrading
transmission quality.
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Fig. 5. Impact of key length on legitimate-user BER.

4.3. Security performance under different attack models

To further evaluate the security of the proposed chaotic encryption scheme, three
representative attack models were considered: parameter estimation, known-plaintext, and
statistical inference. In all cases, the eavesdropper is assumed to know the system structure,
modulation format, and signal processing procedure, but does not have access to the exact
chaotic key. Therefore, the security analysis follows Kerckhoffs' principle, where the secrecy
relies on the key parameters rather than the algorithm itself.

For the parameter estimation attack, the eavesdropper attempts to decrypt the received
signal using a slightly mismatched chaotic key. The mismatch between the estimated and
correct key parameters is set to A=10-10, Due to the high sensitivity of the chaotic system to
initial conditions, this small mismatch results in a completely different keystream and
prevents correct decryption.
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For the known-plaintext attack, the eavesdropper is assumed to know K=200 plaintext
symbols and their corresponding encrypted symbols. The first K chaotic phase values can
therefore be estimated as

é(n)ziarg(seL(n)], n=12,..K (11)

Splain (n)
where i(n) is the estimated chaotic phase key normalized to the interval [0,1) for the n-th
symbol; s.,.(n) and Splain (n) are the encrypted and corresponding plaintext symbols,

respectively; arg(') denotes the phase angle operator; n is the symbol index; and K is the
number of known plaintext symbols.

However, due to the nonlinear and sensitive evolution of chaotic maps, the recovered
key segment cannot accurately predict the subsequent key stream. For the statistical
inference attack, the eavesdropper estimates the encryption phase from the statistical
properties of the received ciphertext. Since chaotic phase encryption randomizes the symbol
phases, the encrypted signal exhibits a nearly uniform phase distribution, making statistical
phase estimation ineffective.

Fig. 6 compares the BER performance of the legitimate receiver with that of the three
attack models. The legitimate receiver maintains a low BER over the considered fiber-length
range by using the correct chaotic key. In contrast, the BERs of the parameter estimation
attack, known-plaintext attack, and statistical inference attack remain close to 0.5,
corresponding to the random-guess level. These results indicate that the proposed chaotic
encryption scheme is robust against parameter estimation, known-plaintext, and statistical
inference attacks.

0.6
05F
04F
&
§§ 03}
02 —=— Legal User
Parameter Estimation(A=10""
01F —d— Known-plaintext(K=200)
—v— Statistical Inference
0.0} = .
L L L 1 L L L L L

100 105 110 115 120 125 130 135 140 145 150

Fiber Length, km
Fig. 6. Relationship between the BER of legitimate users and different attackers versus fiber length.

4.4. Key statistical properties and chaotic strength

Fig. 7 characterizes the DCE key stream from four perspectives. As illustrated in Fig. 7a, the
3-D phase-space scatter uniformly fills the unit cube without folds or bands, evidencing
strong ergodicity. In Fig. 7b, the temporal trace over 10* iterations densely covers [0, 1) with
no detectable periodicity. In Fig. 7c, the amplitude histogram exhibits per-bin probabilities of
~0.02, deviating from uniform by less than 5%. In Fig. 7d, the (x, y) projection shows no
striations or clusters, confirming negligible inter-dimensional correlation. Furthermore, the
key stream passes all fifteen NIST SP 800-22 tests.
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Fig. 7. Randomness and ergodicity of the DCE key stream. (a) Dual chaos attractor in the 3D
space (X1,X,,y); (b) Dual chaos keystream sequence; (c) Probability distribution of the dual chaos

keystream; (d) Projection of the dual chaos attractor onto the (x;,y) plane.

Fig. 8 compares the frequency distributions of two ciphertexts produced from initial seeds
differing by A = 107 (where A denotes the initial key perturbation magnitude). Ciphertext 1
displays localized spikes in multiple bins with large variance, whereas Ciphertext 2 trends toward
near-uniformity but with peak positions entirely distinct from those of Ciphertext 1; the two
histograms share no common structure. A perturbation as small as A = 10™° is therefore
exponentially amplified through T=200 rounds of full-state coupled iteration, fully decorrelating
the key streams-and consequently the ciphertexts-and constituting the fundamental mechanism
by which DCE resists known-plaintext and differential attacks.

Ciphertext 1 Distribution Ciphertext 2 Distribution

80~ 80
70 70
60 60
>50 =501
o Q
c c
S40 S40
(=2 o
< 5
L 30 w30
20 201
10 10
0 0 s .
0 50 100 150 200 250 0 50 100 150 200 250
Ciphertext Value Ciphertext Value

Fig. 8. Comparison of frequency distributions of two ciphertexts generated from initial seeds differing
by A =10-5.
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Fig. 9. MLE surface of the logistic-Cat coupled system.

Fig. 9 plots the maximum Lyapunov exponent (MLE) of the Logistic-Cat coupled system
against the Logistic nonlinearity pu and the Cat stretching parameter. The MLE stays positive
throughout, ranging from ~0.4 to ~1.25, confirming sustained chaos. It rises along the p-axis
and peaks near the upper bound, while only narrow depressions to ~0.5 appear near the Cat
measure-preserving condition. In contrast, a stand-alone Logistic map is chaotic only for p =
3.57. Dual-map coupling therefore broadens the usable chaotic domain and supplies the
dynamical foundation for the ~2186 key space derived in Section 2.

5. Conclusions
This paper proposes a symbol-level DCE scheme tailored to the open-propagation THz

segment of 6G F-THz-F links. Logistic-Arnold Cat coupling generates high-dimensional key
streams that drive symbol-level QPSK phase rotation, while leaving the DSP framework and
photonic heterodyne architecture fully intact. Simulation results confirm that the legitimate-
user BER stays below the 3.8 x 103 HD-FEC threshold up to ~110 km, whereas the
eavesdropper's BER remains pinned near 0.5. The generated key stream further passes the
full NIST SP 800-22 suite and exhibits a positive MLE across the operational region, jointly
verifying its strong randomness and chaotic behavior. Compared with prior schemes, the
proposed DCE achieves three salient benefits: its symbol-level granularity suppresses intra-
block correlation typical of block-based encryption; the resulting ~2186 key space
substantially exceeds the ~2100 ceiling of single-map alternatives, offering a stronger margin
against brute-force attacks; and its DSP-only deployment is fully compatible with photonic-
aided F-THz-F transport, requiring no hardware modification. Future work will extend the
DCE framework to higher-order formats such as 16-QAM and probabilistic-shaping signaling,
and pursue an FPGA (Field-Programmable Gate Array)- based implementation for real-time
experimental validation.
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AHomayis. [asa npomudii nacusHoMy npoc/yx08y8aHHIO y 8I0KpUMOMYy mepazepyosomy
(THz) ceameumi 6G 0nmMoG0/N0KOHHUX 3'€0HAHb MU NPONOHYEMO CXEMY CUMBO/IbHO20
wugpysaHHs 3 nodsitiHum xaocom (DCE), wjo noedHye so0zicmuvyHy kapmy 3 Kapmorw Koma
ApHoavoa. Llasxom 200 payHudie chiavHOoi imepayii, 6azamoyugposozo Suay4eHHs-
KOHKameHayii-Hopmaaizayii ma  po3wupeHHss NPOCMOPOBO-4ACO8020  KOpeasiyiliHo20
380pP0OMHO20 38'A3KY 2eHepyrombCsl pisHOMIpHO po3nodineHi kawoui [0, 1) 3 npueHiueHol
Kopesasiyiero Mixc cycioHimu cumeonamu. Ilomik karouie nosHicmio kepye ¢aszosum
obepmaHHAM KeadpamypHoi ¢pazoeoi maHinyasyii 6 mexcax yugdposoi 06pobku cuzHasie
nepedasaya, 3aAUWIA4YU ONMU4YHO-mepazepyesuli inmepgelic HedomopkaHum. Ha oomoHHili
eemepoduHHill naamgopmi 360-430TTy 3 6ezdpomosoro npomsixcHicmw 3 M BER
Ae2iMUMH020 Kopucmyeaud 3a/AUlldEmMbCs HUXCYE Nopozy HCOPCMKoi Kopekyii nomusiok
npamozo piwerHsa 3,8x1073 do ~124 kM 00HOMOO06020 60410KHA, MOOi AK nidcayxosysaui
sqauwaromscs 3a640Kk08aHuMu nobausy 0,5. Kawouosuil npocmip docsizae ~2'%5 nomik
npoxodums nosHuii Habip NIST SP 800-22, a makcumaavHull nokasvuk JlsinyHosa
3aauwaemscss dodamuum Ha &cili onepayiliitl o6.aacmi. Takum uuHoM, DCE nponoHye sezkuli,
KIAbKICHO OYIHI08AHUU WX 6e3neku Ha (izudHOMY pieHI 01 KOHBepeeHYii onmu4yHo20 ma
Try-38's3ky 6G.

Kawwuoei caosa: 6G, onmogosokHo-TIY-onmoego10kHO, wu@py8aHHs Hi3u4H020 piBHS,
nodsitiHuil xaoc, n102zicmuuHa kapma, kapma Koma ApHoabda
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